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Abstract in the social sciences and the kind of formality needed for
We propose a formal model of trust informed by the Global computing. Mainly, our models need in the end to be op-
Computing scenario and focusing on the aspects of trusterational, so as to be implementable as part of GC systems.
formation, evolution, and propagation. The model is based Equally important is their role in providing a formal under-
on a novel notion of trust structures which, building on con- standing of how trust is formed from complex interactions
cepts from trust management and domain theory, feature atbetween individuals, so as to support reasoning about prop-

the same time a trust and an information partial order. erties of trust-based systems.
_ Although our notion of trusted entity intends to cover
Introduction only computing entities — even though of variable nature,

spanning from soft to hard devices of all sorts — familiarity

Global Computing (GC) is an emerging aspect of computerWith trust models from the social sciences is a good start-
science and technology. A GC system is composed of enti-iNg point for our search of a foundational, comprehensive
ties which are autonomous, decentralised, mobile, dynam_formal model of trust. One of our main sources has been
ically configurable, and capable of operating under partial the work by McKnight and Chervany [15], who provide a
information. Such systems, as e.g. the Internet, become eadyPology of trust used to classify existing research on trust
ily very complex, and bring forward once again the need to in domains like sociology, psychology, management, eco-
guarantee security properties. Traditional security mecha-nomics, and political sciences. Trust is thereby classified
nisms, however, have severe limitations in this setting, as¢onceptually in six categorieslisposition when entitya
they are often either too weak to safeguard against the aciS naturally inclined to trustsituation whenatrusts a par-
tual risks, or so stringent to impose unacceptable burdens orficular scenariostructure whena trusts impersonally the
the effectiveness and flexibility of the infrastructufrust ~ Structureb is part of; belief whena believesb is trustwor-
management systemshereby safety critical decision are thy; intention whenais willing to depend orb; behaviour
made based on trust policies and their deployment in theWhena voluntarily depends ob. Orthogonally, the notion

play in GC. which decree thab is trusted because of itompetence

benevolenceintegrity, or predictability. We believe that a
good mathematical model of computational trust should be
capable of expressing all such aspects, as well as further
fotions of primary relevance in computing, e.g. that trust
information is time dependent and, in general, varies very
Trust is a fundamental concept in human behaviour, andrapidly. Also, it should be sufficiently general to allow com-
has enabled collaboration between humans and organisaplex structures representing combinations of different types
tions for millennia. The ultimate aim of our research on of trust.
trust-based systems is to transfer such forms of collabora-
tion to modern computing scenarios. There will clearly be
differences between the informal notion of trust explored

This paper focuses on the foundations of formal models
for trust in GC-like environments, capable of underpinning
the use of trust-based security mechanisms as an alternativ
to the traditional ones.

We think of the standard deployment of a trust manage-
ment system as consisting of &ust enginé and a ‘risk
enginé coupled together as part of afincipal.” The trust
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single out as central issues for our trust model the aspectdelow, it is not a viable route for GC. There are very many

of trustformation evolution andpropagation The latter is
particularly important in our intended application domain,

where the set of active principals is large and open-ended,

reasons in a dynamic “web of trust” why a princigalry-
ing to queryb aboutc may not get the information it needs:
b may be temporarily offline, or in the process of updating

and centralised trust and ad-hoc methods of propagation ofits policy, or experiencing a network delay, or perhaps un-

its variations make little sense. An important propagation
mechanism iglelegation whereby principals cooperate to
implement complex, intertwined “global” trusting schemes.
Just to pin down the idea, bartkmay be willing to trust
client c to an overdraft limitx only if bank b’ trusts it at
least up to /3, andc itself does not trusd, a crook known

willing to talk to a. Unfortunately, the fixpoint approach
would in such cases evaluate the degree of truatinfc to

be the lowest trust level, and this decision would be wrong.
It would yield the wrong semantics. Principakhould not
distrustc, but accept that it has not yet had enough infor-
mation to make a decision abautWhat is worse with this

tob. Delegation has important consequences for trust repre-confusion of “trust” with “knowledge,” is that the informa-

sentation, because it brings forward the ide&rast policy,

i.e. algorithmic rules — such as babls above — to evalu-
ate trust requests. In principle, trust among principals can
be represented straightforwardly, as a function from pairs of
principals to trust levels,

GTrust :Principal — Principal — TrustDegree

where GTrust(a) is a function which associates to each
principal b the value ofa’s trust inb. Delegation leads to
model local policies, sal’s, as functions

TrustPolicy:GTrust — Principal — TrustDegree

where the first argument is (a representation of) a universal
trust function thab needs, to know'’s level of trust inc
and whether or nat trustsd.

The domain oftrustPolicy makes the core of the issue
clear: we are now entangled in aéb of trust’ whereby
each local policy makes reference to other principals’ local
policies. Technically, this means that policies are defined
by mutual recursion, and global trust is the function deter-
mined collectively by the web of policies, the function that
stitches them all together. This amounts to say @tatist
is the leasfixpoint of the universal set of local policies, a
fact first noticed in [21] which leads straightdomain the-
ory [19]. Domains are kinds of partially ordered sets which
underpin the semantic theory of programming languages
and have therefore been studied extensively. Working with
domains allows us to use a rich and well-established the-
ory of fixpoints to develop a theory of security policies, as

tion fromb could then become available a few milliseconds
aftera’s possibly wrong decision.

We counter this problem by maintaining two distinct or-
der structures on trust valuestrast orderingand aninfor-
mation ordering The former represents the degree of trust-
worthiness, with a least element representing, say, absolute
distrust, and a greatest element representing absolute trust;
the latter the degree of precision of trust information, with
a least element representing no knowledge and a greatest
element representing certainty. The domain-theoretic order
used to compute the global trust function is the information
order. Its key conceptual contribution is to introduce a no-
tion of “uncertainty in the trust value principals obtain by
evaluating their policies. Its technical contribution is to pro-
vide for the “semantically right” fixpoint to be computed.

Following this lead, we introduce and study trust struc-
tures of the kind(D, <,C), where the two order relations
over the seD, carry the meaning illustrated above. We
then provide constructions on trust structures — including
an “interval” construction which endows complete lattices
with a natural notion of uncertainty and lifts them to trust
structures — and use the results to interpret a toy, yet signifi-
cant policy language. We believe that introducing the infor-
mation ordering alongside the trust ordering is a significant
step towards a model of trust feasible in a GC scenario; it
is a major point of departure from the work of Weeks [21],
and the central contribution of this paper.

Plan of the document. In 81 we define our trust model

well as flexible constructions to build structured trust do- @/ong the lines illustrated above, whilst 82 focuses on trust
mains out of basic ones. This is precisely context and thestructures, providing methods for constructing useful struc-
specific contribution of this paper, which introduces a novel {Ures as well as a general method to add uncertainty to the
domain-like structure, thezust structuresto assign mean- Model. In 3 we introduce a policy language and use our
ing and compute trust functions in a GC scenario. We an- {rust structure to give it a denotational semantics.
ticipate that, in due time, techniques based on such theories
will find their way as part of trust engines. Related Work. Trust is a pervasive notion, thoroughly
As domains are (complete) partial orders and trust de-studied in a variety of different fields, including social sci-
grees naturally come equipped with an ordering relation ences, economics and philosophy. Here we only survey re-
(actually a lattice structure), a possible way forward is to cent work on trust as a subject in computing; the reader is
apply the fixpoint theory tarustDegree viewed as a do-  referred to [15] for a broader interpretation. A detailed sur-
main. This is indeed the way of [21] and, as we motivate vey can be found in Grandison and Sloman’s [9].
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Most of the existing relevant work concerns system work which is related to our interval construction and can
building. In [18], Rivestet al. describe SDSI, a public key be recast as an instance of it in our framework. Specifically,
infrastructure featuring a decentralised name space whichJgsang considers intervals of belief and disbelief over real
allows principals to create their own local hames to re- numbers between 0 and 1.

fer to other principals’ keys and in general, names. El-  Concerning computational models, Weeks [21] provides
lison et al. [8] proposed a variation of the model which 3 model based on fixpoint computations which is of great
contributes flexible means to specify authorisation policies. relevance to our work. Winsborough and Li [23] study au-
The proposals are now merged in a single approach, dubbegomated trust negotiation, an approach to regulate the ex-
SPKI/SDSI. Other systems of practical relevance include change of sensitive credentials in untrusted environments.
PGP [24], based on keys signed by trusted certificating Clarkeet al. [6] provide an algorithm for “certificate chain
authorities; KeyNote [2], which provides a single, unified discovery” in SPKI/SDSI whereby principals build coherent

language for both local policies and credential containing chains of certificates to request and grant trust-based access
predicates to describe the trusted actions granted by (thqg resources.

holders of) specific public keys; and REFEREE [5], which
uses a tri-valued logic which enriches the booleans with a1 A Model for Trust
value unknown. Trust in the framework of mobile agents

IS discussed €.g.n [22]. Delegation playg a rglevam " The introduction has singled out the traits of trust most rel-
in trust-based distributed systems. A classification of dele- . g . ..
evant to our computational scenario: trust involeesties

ggtlon sc_:hemes IS pr_oposed by Diewal. [7], W_here they has adegreeis based ombservationgnd ultimately deter-
discuss implementation and analyse appropriate protocols. . . ) o .

. . . . mines thdnteractionamong entities. Our model will target
The ideas expressed in [7] lie at a level different from ours,

as their focus is exclusively on access control these aspects primarily.
y ) Entities will be referred to agrincipals They form

The theoretical work can be broadly divided in two main 5 ggt @ ranged over bya,b,c,... and p. We assume a
streams: logics, where the trust engine is responsible forgat 7 of trust valueswhose elements represent degrees
constructing [4, 3, 11, 12, 13] or checking [1] a proof that ¢ tyust. These can be simple values, such{@sisted,
the desired request is valid; and computational models [Zl'distrusted}, or also structured values, e.g. pairs where

6], like our approach. the first element represents an action, say access a file, and
Burrowset al. propose the BAN logic [4], a language for the second a trust level associated to that action; or perhaps
expressing properties of and reasoning about the authenticavectors whose elements represent benevolence in different
tion process between two entities. The language is foundedsituations.
on cryptographic reasoning with logical operators dealing  As trust varies with experience, a model should be ca-
with notions of shared keys, public keys, encrypted state-pable of dealing with observations resulting from the prin-
ments, secrets, nonce freshness and statement jurisdictiortipal’s interaction with the environment. For clarity, let us
In[3], Abadiet al.enhance the language by introducing del- isolate the principal’s trust management from the rest of its
egation and groups of principals: each principal can havebehaviour, and think of each principal as having a “trust
a particular role in particular actions. The Authorisation box,” that is an “object” module containing all of its trust
Specification Language (ASL) by Jajodiaal. [11] sepa-  management operations and data. In this paper, we only fo-
rates explicitly policies and basic mechanisms, so as to al-cus on the trust box and assume, without loss of generality,
low a more flexible approach to the specification and imple- that the remaining parts of the principal interact with it via
mentation of trust systems. ASL supports also role-basedappropriately exported methods.
access control.

Modal logics have a relevant place in specifying trust Modelling the Trust Box
models, and have been used to express possibility, neces-
sity, belief, knowledge, temporal progression, and more. Principals’ mutual trust can be modelled as a function which
Jones and Firozabadi [12] address the issue of reliability of associates to each pair of principals a trust valneT:
agents’ transmissions using a modal logic of actions [16]
to model agents. Rangan [17] views a distributed sys-
tem as a collection of communicating agents in which an Functionmapplied toa and then td returns the trust value
agent’s state is the history of its messages. Rangan’s modein(a)(b) € 7 expressing’s trust inb. This however does
builds on simple trust statements to define simple prop- not mean that a single principal’s trust can be modelled as
erties, which are then used to specify systems and anala function from? to 7, sincea’s trust values may depend
yse them with respect to properties of interest. Recently, on other principals’ values. For instaneanay wish to en-
Josang [13] proposed a logic of uncertain probabilities, aforce that its trust irt is b's trust inc. Similarly, we may be

m:?—P—T
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willing to receive a message from unknown sources, pro-

flow of information does not bear any final meaning about

vided somebody we know trusts the sender. This mecha-trust, its most likely cause being a transient network delay

nism of relying on third-party assessments, knowrdels
egation is fundamental in all scenarios involving coopera-
tion, including computational paradigms such as GC.

This leads us to a refined view of a principal’s trust as
being defined by @olicy. According to such a view, each
principal has a local policyt which contributes by way of
delegation to form the global trust. A policy expresses
how the principal computes trust information given not just
his own beliefs, but also other principals’ beliefs. It follows
that, as anticipated in the introductia@ss policy 1, has the

that will soon be resolved. The right conclusion foto
draw is not to distrust, but to acknowledge that it does
not know (yet) whether or not to trust In other words, if
we want to model dynamic networks, we cannot allow con-
fusion betweendon’t trust”and “I don’t know:” the
latter only means lack of evidence for trust or distrust, the
former implies a trust-based, possibly irreversible decision.
In order to make sense of our framework in a GC sce-
nario, we need to acknowledge that principals only have a
partial knowledge of their surroundings and, therefore, of

type below, whose first argument represents the knowledgetheir owntrust values. We thus considapproximatetrust

of third principals’ policies thaa needs to evaluatg,.
m:(P—P—T)—(P—1T)

In this paper we leave unspecified the way a policy is ac-
tually defined, as this definitely depends on the application.
We study a relevant example of policy language in 83.

By collecting together the individual policies, we obtain
a functionl £ Ap: ?.1, whose type is (isomorphic to)

n:@®—e*—7)—P—?—17).

To interpret this collection of mutually recursive local poli-
cies as a global trust functiom, we apply some basic
domain theory, namely fixpoints and complete partial or-
ders. We recall below the main notions involved; in general

values which embody a level afncertaintyas to which
value we are actually presented with. Specifically, beside
the usualtrust value orderingwe equip trust values with

a trust information ordering While the former measures
the degree of trustworthiness, the latter measures the de-
gree of uncertainty present in our trust information, that is
its information content. We will assume that the gépf
(approximations of) trust values is a CPO with an ordering
relationC. Thent Ct’ means that’ “refines”t, by provid-

ing more information thatabout what trust value is being
approximated. With this understanding the continuitylof

is a very intuitive assumption: it asserts that the better deter-
mined the information from the other principals, the better
determined is value returned by the policy. An example will
help to fix these ideas.

we assume the reader to be acquainted with partial orders

(cf. [10] for a thorough introduction). Given a partial or-
der (T,C), anw-chainc is a monotone function from the
set of natural numbers to T; that isc = (Cn)nee Such that
QL.

Definition 1 (CPOs and Continous functions). A partial
order (T,C) is acomplete partial orde(CPO) if it has a
least element. and eachw-chainc in T has a least upper
bound| |c. A function f between CPOs is continuous if for
eachw-chainc, it holds that_| f(c) = f(| |c).

The importance of CPOs here is that every continuous
function f : (T,C) — (T,C) on a CPO has a least fixpoint
fix(f) € T, that is a least such thatf (x) = x (cf. [19]). So,
requiring7 to be a CPO, which implies th& — P — 7T
is a CPO too, and taking to be continuous, we can define
the global trust asn = fix(1), theleast fixpointof 1.

The question arises as to what order to takefforWe
maintain that itannotbe the order which measures the de-
gree of trust. An example is worth many words. LEt
be the CPO{low < medium < high}, and consider a pol-
icy T which delegates tb the degree of trust to assign to
c. In this setupa will assignlow trust toc when it is not
able to gather information abouatfrom b. This however
would be an erroneous conclusion, as the interruption in the

Example 1. Let us refine the set of trust values dis-
cussed previously by adding some new intermediate values
{L,*,1low,medium, high}, and consider the information or-
deringC specified by the following Hasse diagram.

high medium

\*/ low
A

Note that this ordering says nothing about what is more
trust. It focus only on the quantity of information a prin-
cipal has. The limit of any chain reflects the finest informa-
tion. The element represents the uncertainty as to whether
high or medium holds, while_L gives no hint at all about
the actual trust value. Suppose we have a set of principals
P = {a,b, c} with the following policies.

| a | b | ¢
a high L ask b
b * high low
c ask b high high

www.manaraa.com



where each row is a principal’s policy. For instance the third turns out that the intervals ovBrare a set of representatives
row givesc's policy: c's trust inais b’s trustina; c's trustin of such classes.
b is high. After a few interactions in which the principals’

exchange their current values, following fixpoint is reached. D€finition 4. For (D, <) a complete lattice, the setD) =

{[do,d1] | do,d1 € D, dp < d1}, where[dp,d1] = {d|do <

| a | b | c d <d;} is the interval oD determined byly andd;.
a high L Low Proposition 1. Let X = [dp,d1] be an interval in D. Then,
b * high low AX is dhandVvX is d;.
c * high high

As a consequence of the proposition above we have that
We reiterate that, importantly, the orderings nottobe X~ [AX, VX], forall X C€ D. Furthermorejdo, d1] ~ [dy, df]

identified with the equally essential ordering “more trust.”  implies thatdp = dy andd; = dj. The following lemma
characterises in terms of<.

2 Trust Structures Lemma 1. For [do,d;] and|[d;,d;] intervals of D, we have

. _ _ [do,d1] < [dg,dq] if and only if dhy < djy and d < dj.
Having pointed out the need for order structures equipped
at the same time with an information and a trust ordering, in ~ We can now show that the lattice structure (@ <) is
this section we focus on the triplég’, <,C), which we call lifted to a lattice structurél (D), <) on intervals.
trust structuresand study their basic properties. The notion , ,
of complete lattice, recalled below, will play a relevant role. 11€orem 1. (1(D), =) is a complete lattice.

Definition 2 (Complete lattice). A partial order(D,<)is  Proof. Let Sbe a subsef[dy, dy]|i € J} of I(D), for some

a complete latticdf every X C D has a least upper bound J € @. ThenV S= [vdy, vdy]. O
(lub) and, as a consequence, a greatest lower bound (glb). We now define an ordering on intervals which reflects
We useV and A to denote, respectively, lubs and glbs in their information contents. Such an ordering will be a CPO
lattices. where we base fixpoint computations on. The task is quite
easy: as the intervdtly,d;] expresses a value betwees
andds, the narrower the interval, the lesser the uncertainty.
This leads directly to the following definition.

When defining a trust management system, it is natural
to start off with a seD of trust values, or degrees. On top
of that, we are likely to need ways to compare and combine
elements oD so as to form, say, a degree which compre- Definition 5. For (D, <) a complete lattice and,Y € 1(D),
hends a given set of trust values, or represents the trust levetlefineX CY if Y C X.
common to several principals. This amounts to start with
a complete latticéD, <), where those combinators can be
considered as taking lubs or glbs of sets of values. To ac-| emma 2. For [do,d;] and [d}, d] intervals of D, we have
count for uncertainty, we define an operatdo extend a  that[dy, dy] C [dp, d] if and only if ch < d and d < d.
lattice (D, <) to a trust structuré7, <,C). The setZ con-
sists of the set of intervals ov& which, besides contain- ~ Finally, as for the previous ordering, we have the follow-
ing a precise image dd — viz. the singletons — represent ing result.
naturally the notion of approximation, or uncertainty about tpaorem 2. (1(D),C) is a CPO.
elements oD. =

Analogously to<, we can characterige in terms of<.

_ Proof. The least element ¢f(D),C) isD=[AD,VD]. The
Interval Construction lub of anw-chain[dg, df]n is LI[dF, d7]n = [vdg,Ady]. O

The trust structures above give a method to model trust
) ) based systems. We remark that intervals are a natural way
sidered in [14]. to express partial information: trust in a principaldg, di]
Definition 3. Given a complete latticeD, <) andX,Y CD  Whenit could be any value betwedgandd;.
nonempty subsets we say thats Y if and only if

We define now the ordering which has been already con-

Example 2 (Intervals in [0,1]). Let R stand for the set of

AX < AY and VX< VY reals between 0 and 1, which is a complete lattice with the
B B usual ordering<, and let us consider the 4¢R) of intervals
Clearly, < is not a partial order on the subsetsxfas in R. It follows from the previous results thék(R), <) is

the antisymmetry law fails. We get a partial order by con- a complete lattice anf (R),C) is a complete partial order.

sidering as usual the equivalence classes ef <N >. It The trust domain so obtained is particularly interesting, as it
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allows us to express complex policies. In particular, it is re- Example 3 (Lub and glb operators). The most natural op-
lated to the uncertainty logic [13], where an interigy, d;] erators, regarding lattices, are lub and glb. It is easy to see
in I (R) is seen as a pair of numbers wheggs called belief  that they are bi-continuous in a complete lattjie <). Ex-

and 1- d; disbelief. Although a formal comparison with ploiting Theorem 4 we can now state that lub and glb with
Josang’s logic is beyond the scope of our presentation, inrespect to< are bi-continuous ovell (D), C).

the following we shall rework a few simple examples from

[13] in the present framework. Example 4 (Multiplication and Sum). When considering
_ _ the interval construction oveR, as in Example 2, we can
An important property ofl (D), <, C) is stated below. extend the operators of sum (weighted) and multiplication

over the intervals. In fact, given two intervdldy,d;] and

Theorem 3. Relation < is continuous with respect to . .
— hec: & [dg, dy], the product is defined as

and, conversely, relatioR is continuous with respect tg.
. do, d1] - [dg,dq] = [do - dp, dy - df],
Lifting Operators (o, ] - [co, ] = [do- o, .-
which is exactly the extension of multiplication over reals.
The continuity of the functiorl is an important require-  Similarly we can define sum as
ment. This property depends on the operators used with the
policies. In the sequel we give a useful result, with respect  [do, ds] + [dg, d7] = [do + dy — do - df, da + dj —dy - df].
to our interval construction, which allows us to lift contin-
uous operators in the original latti¢®, <) to continuous ~ These operations appear in [13] under the names of con-

operators in(l(D),C) and(l (D), <). junction and disjunction.

Definition 6. For (D,<) and(D’, <) complete lattices and  Example 5 (A non-lifted operator: Discounting). Dis-

f : D — D’ a continuous function, lé(f) : 1(D) — I (D’) counting, as defined in [13], is an operator which weighs
be thepointwise extensioaf f defined as the trust value received from a delegation according to the

trust in the delegated principal.
1(f)([do, du]) = [f(do), f ()]

Note that in this definition the continuity of ensures
thatl (f) is well defined.
An w-cochain in a complete latticeD, <), is an anti-

monotone functiort : w — T, that is a function such that . " .
i < jimpliesc; <. Afunction f : (D, <) — (D', <') is Our model should satisfy “context dependent” trust. By this

we mean that trusting a principalto obtain information
about restaurants does not mean that we @iout, say,
sailing. We can accommodate this kind of situation using a
simple property of lattices and CPQ'’s. Namely, we can form

(o, dy] &> [do, di] = [do- dp, 1 — o (1 —dy)]

2.1 Product and Function Constructors

co-continuous iff for eachw-cochainc in D, it holds that
N f(c) = f(Ac); f is bi-continuous if it is continuous and
co-continuous.

The following proposition states that all-cochains in

(1(D),C) have glbs. products Qf trust structures wh'ere each component acgounts
for a particular context. For instance, using a domain of
Proposition 2. Let [df,d;] be anw-cochain in(1(D),C). the formRestaurantsx Sailingwill allow us to distinguish
Thenr[dy,d7] = [Adf, vd]]. abouta’s dependability on the two issues of our example.
The next theorem shows that extending the orders pointwise
Proof. Symmetric to that of Theorem 2. O to products and function spaces gives the result we need.

We can now give the following result about lifted func-

Co Theorem 5. Given two complete lattice®, <), (D', <')
tions in trust structures.

and a generic set X then
Theorem 4. For (D, <) and (D', <") complete lattices and

f : D — D’ a bi-continuous function, the pointwise exten-
sion I(f) is bi-continuous with respect to both the informa-
tion and the trust orderings.

1. I(D x D’) is isomorphic to (D) x I (D');
2. X—1(D) is isomorphic to (X — D).

Proof. In both cases we have to show that there exists a bi-

Proof. Easy, from the definition df(), together with The- o tive correspondence which preserves the orderings. For
orems 1 and 2 and with the bi-continuity tf O (1) the bijection is

In the following examples we show how to apply the pre-
vious theorem to some interesting operators. [(do,d), (d1,d7)] = ([do, d1], [dg,d7])-
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As for (2), the bijectionl(X — D) 2 X — I(D) is

witnessed realised by the mutually inverse mappings below.

[fo, f1] s )\X.[fo(X), fl(X)]
g+ [AX. Ag(X),AX. V g(X)]

Remarkl. Theorem 4 holds for any bi-continuous function
f:Dgx...xDn, — D. The pointwise lifting off gives

a function!(f) : 1(Dg x ... x Dy) — (D) and from the
result above we have thhk{f) is (isomorphic to) a function
F:1(Dg) x...x1(Dn) — (D).

3 A Policy Language

Following our discussion we propose to operate with a lan-

guage for trust policies capable of expressing intervals, del-

egation, and a set of function constructions. We exemplify

the approach by studying the simple policy language below.

Syntax

The language consists of the following syntactic categories,

parametric over a fixed trust latti¢®, <).

m:= "p’ (delegation)
|AX: P. T (abstraction)
p:= ac? (principal)
|x:P (vars)
1:= [d,d]€l(D) (value/var)
| (p) (policy value)
le— Tt (choice)
| op(T1...Tn) (lattice op)
erl= p=p (equality)
| ebop € (boolean op)

Hereop is a continuous function ovét(D),C), andbop is

a standard boolean operator. The elements of the categoryy the following examples.

p are either principals or variables. The main syntactic cat-
egory isTt it can be either delegation to another principal
or aA-abstraction. An element afcan be an interval, the
application of a policy, a conditional or the application of
a continuous operatarp. The elements oé are boolean
functions applied to equalities between element® of

It is worth noticing that such a simple language goes be-
yond delegation interpreted strictly. In fact, rather that al-
lowing principals to merely delegate somebody to decide
on their behalf, it allows them to consults with each other to
form complex, informed trust judgements. The examples to
follow will clarify this concept.

Semantics

We provide a formal semantics for the language described
above. As pointed out beforg,is a policy. Hence the se-
mantic domain, as described in 81, will be the codomain of
the function

[Mo: (2 —P—T) — (P —1T),

whereo is an assignment of values i to variables. The
semantic functiorf-]; is defined by structural induction on
the syntax ofitas follows.

["P Tom = m(PDgm:
AP gm=AP: 2. (g p/xym:

Here ()4, is a(n overloaded) function which given an as-
signmento and a global trust functiom: ? — ? — 7T
maps elements gb, T, ande respectively to the semantic
domains?, | (D), andBool as follows.

( [do,d1] )5 = [do, dh]
(MP)Dom= [MomlPDom
(e 12 om = if (E)gm then (T1) o else (T2)om
(op(t1-..t))gm= 0P ((T1)gm: - - (TnDgm)
(@om=a  [(Xgm=0(X)
(P1=P2)om= (PrDom= (P2Dom
(1 bop €2)gm = (€1 gm bop (€2)gm

Let {15} pc be @ an arbitrary collection of all policies,
wheret, = Ax: 2. L for all but a finite number of princi-
pals. The fixpoint semantics §ft, } pc» is the global trust
function determined by the collection of individual policies,
and it is readily expressed in terms[ef:

{H{mp}per Lo = fix(AMAP.[Tp] )

We believe that this policy language is sufficiently ex-
pressive for most application scenarios in GC, as supported
Note however that our ap-
proach generalises to any choice of underlying trust struc-
ture (7,=,C), provided the operators used in the policy
language are continuous with respect to the information or-
dering.

Example 6 (Read and Write access)LetD = {N,W,R,Rii}
represent the access rights to principal’s CVs. Thésist
ordered by the relatior

vdeD.N<d and vd € D.d < Rw.

Let us consider how to express some simple policies in our
language. The following policy says thiatz’s trust inBoB
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is at least[W, Rii] and depends on what she thinkscaR1.
InsteadL12’s trust inCARL will depend on her trust iBOB:
if it is above [W, W] then [R, RW] otherwise[N, RW].

Tz = AX: P.
X=BOB — [W,RW] V LIZ(CARL);
X = CARL
([w,w] X TLIZ(BOB) — [R,RW]; [N, RW]);
[N, RW]

it would like to change the policy fdadListputting certain
restrictions on the intervals returned as other universities
opinions.

T = AX: P.
x € VeryBadList- [0, .2];
x € BadList— 1»(X) A [0, .5];
T[2(X).
As illustrated in theSpam Filterexample, we see trust
evolution as being modelled by suitable updates of policies,

This policy can be made dependent on someone else’sas response to, e.g., observations of principal behaviour.

belief. For instance, the above judgement abeatt is
merged below witlPAUL’s belief (weighed by discounting).

TGy = AX: P.
X=BOB — [N, W] V LIZ(CARL)
VLIZ(PAUL) > "PAULT(X);
X = CARL +—
([W,W] X "LI1Z(BOB) — [R,RW]; [N,RW]);
[N, RI]

In this caseL1z’s trust inPAUL is the bottom valugN, RW]
which is going to be the left argument of the discounting
operatorn>.

Example 7 (Spam Filter). Let R be as in Example 2.
We illustrate some policies modelling filters for blocking
spam emails. The set of principai® is the set of In-
ternet domains from which we could receive emails, e.qg.
daimi.au.dk. A starting policy, where we suppose that
our serverpanm. filter.edu knows no one, could be

Th = AX: P.X=spam.filter.edu+ [1,1];[0,1],

meaning that only internal emails are trusted. It could
happen thatpam. filter.edu starts interacting with other
principals. A likely event is that it receives a list of other
universities’ Internet domains, and decides to trust them to

a large extent, and actually use their beliefs. We could have

Tp =Ax:P.x€ Unilist— [.75,1]; \/ "y(x) v m(x),

yeUniList

where we suppose that" stands for a chain of nested con-
ditionals for all the elements &fniList. Let us suppose now
that the filter receives emails from a certain number of sus-

picious addresses, and would like to single them out and

enforce a special treatment for them. The policy could be
updated as

T = AX: P. x € BadList— [0, .5]; To(x).

The spam-filter could then decide to add a new level of bad-
ness and create the new N&ryBadList At the same time,

However, it is still not clear exactly what update primitives
are required in practice. We are currently working on de-
veloping a calculus of of trust and principal behaviour, with
features for trust policy updates We will return on this in the
concluding section.

Example 8 (Reputation Based Systems)The work [20]
presents a reputation-based model of trust, where each prin-
cipal a has an associated histoH, of observations, or
events A history (e, ..., en) indicates that everg has hap-
pened after eventsy,...,g_3, for all i. A principal can
provide information to the others (a.k.a. ‘recommending’)
based on its past history. This means that it is not trust be-
ing propagated between principals, but observations. Rep-
utation is then defined to be (as a formula satisfied) when a
principal has never been observed to ignore certain condi-
tions, i.e., if it never misused a resource.

Our approach is flexible enough to express some of this.
(A full treatment requires the integration of policy updates
in the policy language.) The idea is to make history part of
a policy 11, so that a principal’s trust decision process can
be defined in terms of its own and other principals’ past ob-
servations. Let us consider the example of a peer-to-peer
file distribution system discussed in [20]. In such scenario,
users are allowed to download provided that they allows at
least one upload every three downloads. Rdte the set of
ordered boolean values, with< tt, and letN, be the set
of natural numbers completed with a top elementisto-
ries are elements @ = P — N, x N,, i.e. functions which
assign to principals the numbers of uploads and downloads
they performed in the past. Theais trust functionry, is of
the kind

P—-H—DB

where we understand that after a historyh trustsx to
download if y(x)(h) yields tt. The sErver’s policy can
be written as follows in a suitable “sugared” version of our
language:

Thery = AP P.Ah:H. let (u,d) =h(p) ind < 3u.

If access is grantedh is updated in view of the next invoca-
tion by increasingy’s count of downloads and, correspond-
ingly, its peer’s count of uploads.
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Conclusion and Further Work by applying it to various scenarios. Regarding semantics,
we aim at a theory to account for the dynamic modifica-
We presented a novel model for trust in distributed dy- tion of the “web of trust,” as for instance occurs when a
namic networks, such as those considered in Global Com-principal updates its trust policy. Such modifications intro-
puting. The model builds on basic ideas from trust manage-duce an element of non-monotonicity that we plan to in-
ment systems and relies on domain theory to provide a sevestigate by extending our model with a “possible-world”
mantic model for the interpretation of trust policies in trust- semantics, where updating a policy marks the transition to
based security systems. Our technical contribution is basecdh “new world” and triggers a (partial) re-computation of the
bi-ordered structure67’, <,C), where the information or-  global trust function.
deringC measures the information contents of data, and is  One of the main challenges ahead is to complement
needed to compute the fixpoint of mutually recursive poli- the denotational model introduced here with an operational
cies, while the trust ordering measures trust degrees and model. In developing such a model we will need for in-
is used to make trust-informed decisions. Trust and infor- stance to address the question of how to compute trust in-
mation orderings, as relations, are continuous with respectformation efficiently over the global network. The highly
to each other. Following this lead, we presented an intervaldynamic nature of the kind of networks we are interested
construction as a canonical way to add uncertainty to trustin, and their lack of any central control whatsoever pose
lattices, and used the theory to guide the design and underserious challenges. In many applications it will not be fea-
pin the semantics of a simple, yet realistic policy language. sible or necessary at all to compute exact values: we thus
We believe that the model can be used to explain EXiStingaim at techniques which allow to Compute sufficient ap-
trust-based systems, as well as help the design of new onesgroximations to trust values. One issue is, as mentioned
We based our investigation on the notion of (complete) above, the update of computed trust elements; it would be
lattice, since it is the standard in the literature. However, interesting to investigate dynamic algorithms to update the
there are reasons to believe thgtper semilattices- that least fixpoint computation yielding the global trust function.
is ordered structures in which only bounded sets have leastAnother important issue is trust negotiation, whereby re-
upper bounds — provide a better starting model. From aquester and granter engage in complex protocols aimed to
modelling perspective, it is easy to think of situations in convince each other of their reciprocal trustworthiness (for
which it should not be possible to form the join of two trust the specific purpose at hand), without disclosing more evi-
level. For instance, in a starship’s auto-destruction system,dence than necessary. Similar ideas appear in the literature
the capabilities possess key”Aand “possess key"Bo ig- as “proof carrying authentication” [1] and “automated trust
nite cannot be joined, as the capability of possesbiuit) negotiation” [23].

the keys is not contemplated in the system. From a theoreti- |y order to focus on the operational mechanisms of trust
cal point of view, the absence of a top element simplifies the eyolution and propagation in a distributed setting, we are
development of trust structures and enriches their theory.  cyrrently working on acalculus of trustwhere principals’

We remark that the constructions illustrated here can bebehaviour is accounted for. The approach is in the style
understood in abstract (categorical) terms. We have choserof process algebras. Each principal is identified by a triple
to spell them out in set theoretical details to reach a wider a{A},, wherea is the principal’s nameA the behaviour
audience. In particular, looking at the partial or@er<) as which models its actions, amd its trust policy, described
a category, our interval constructiboan be seen as the free in a language such as the one presented in this paper. The
construction of alouble categorwvith all w-filtered colim- dynamics of the calculus consists of interactions between
its. Specifically< andC are respectively the horizontal and principals, as for instance in:
vertical arrows, while least upper bounds and their (mutual)
commutation laws are expressed by as colimits. Further- {P(JA| A}, | b{a(e).B| B}y
more, the(l (D), <) component of the interval construction N afA{e/x}t| A} | b{B|B},.
is exactly thefunctor category Arr— D, whereArr = e — e
is the category with due objects and one non-identity arrow ©-~"" e oo
between them. More generally, the construction is related Principals’ policies. Furthermore, principals can take de-
to the Yoneda embedding, as the image oftiben-functor cisions baseq on _th_elr trust policies and — most importantly
Homp : D°P x D — Setis (I(D),C). Starting from these ~— Update their policies, as e.g.
observations, we are currently investigating abstract char-
acterisations of the trust structures arising from the present {[2]-AlBh N a{AlBYm:

work. wherel is a suitable “policy transformer.” The overall idea
We are clearly still at the first steps of development, here is that policy updates are informed duraig) evolu-
where we need to assess the generality of our approachion in time by its history of (un)successful interactions with

Such interactions are granted according to the involved
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other principals. The following example illustrates the mat- [7] Y. Ding, P. Horster, and H. Petersen. A new approach for

ter further: delegation using hierarchical delegation tokensCémmu-
nications and Multimedia Securitpages 128-143, 1996.
a{b(x).(x=Kk) 1] : [L2]} | b{[do, 1] =<1 (a)?a(k) 0}y [8] C. M. Ellison, B. Frantz, B. Lampson, R. Rivest, B. M.
Thomas, and T. Ylonen. SPKI certificate theompnternet
Herea andb run in parallel. Principak is willing to receive RFC 26931999.

: . Grandison an . Sloman. A survey of trust in internet
a message fronb and, depending on whether or not the (o] T GI d IEEI(Ej(,\:/I Sl n. A s f Fo. h
received value is the expectégdit will update its policyTt ?e'ipz'g%tc')on' ommunications Surveys, Fourth Quar-
by {1 or by (. On the other handy will attempt to interact [10] ' .

4 . . G. Grazer. Lattice Theory: First Concepts and Distributive
with a (and send) depending on whether its current trust Lattices Freeman and Company, 1971.

in ais above the thresholdo, d1]. [11] S. Jajodia, P. Samarati, and V. S. Subrahmanian. A logi-
Our current work on such extended framework attempts cal language for expressing authorizations.Ploc. of the
to capture the evolutionary aspects of trust in dynamic net- 1997 |EEE Symposium on Security and Privacy, Oakland,

works, together with the study of properties and related CA 1997.

analysis techniques of systems based on trust in such neti12] A.J. 1. Jones and B. S. Firozabadi. On the characterisation
works. A particular locus of activity regards the formula- of a trusting agent. IWorkshop on Deception, Trust and
tion of type systems for the static control of trust. For in- Fraud in Agent Societie£000.

t tt tee that at ti [13] A. Jgsang. A logic for uncertain probabilitieszuzziness
stance, one may want to guarantee that at any moment in and Knowledge-Based Systerd), 2001.

time the opportunity of an interaction betweafA}, and [14] U. W. Kulish and W. L. Miranker.Computer Arithmetic in

b{B},, can only present itself if the interaction is granted Theory and PracticeAcademic Press, 1981.
by the policies, say e.qg. if < m(b) and L < 1(a). [15] D.H.McKnight and N. L. Chervany. The meanings of trust.
Finally, we are also investigating ways for expressing Trustin Cyber-Societies - LNAZ246:27-54, 2001.

: . . _[16] I. Porn. Some basic concepts of action.9nStenlund (ed.),
and studying security properties of systems based on dy Logical Theory and Semantic Analysis. Reidel, Dordrecht

namic trust evolution and propagation, such as those above. 1974
Among the many approaches to checking of security prop- (17] p,v. Rangan. An axiomatic basis of trust in distributed sys-

Avalid alternative could be designing a logic for expressing [18] R. L. Rivest and B. Lampson. SDSI — A simple distributed

properties of principals. security infrastructure. Presented at CRYPTO’96 Rumpses-
sion, 1996.

Acknowledgements. We would like to thank Karl Krukow and the [19] D. S. Scott. Domains for denotational semantiCsLP 82

Secure project consortium and in particular the Aarhus group and the Cam- -LNCS 1_40, 1982. )

bridge Opera group for the development of the research. Many thanks go [20] V. Shmatikov and C. Talcott. Reputation-based trust man-

to Maria Vigliotti who contributed to early developments. agement. InNorkshop on Issues in the Theory of Security
(WITS) 2003.

[21] S. Weeks. Understanding trust management systems. In

References Proc. IEEE Symposium on Security and Privacy, OakJand
2001.

[1] A. W. Appel and E. W. Felten. Proof-carrying authentica- [22] U. G. Wilhelm, L. Buttyan, and S. Staamann. On the prob-
tion. InProc. 6th ACM Conference on Computer and Com- lem of trust in mobile agent systems. 8ymposium on
munications Security1999. Network and Distributed System Securityternet Society,

[2] M. Blaze, J. Feigenbaum, and J. Lacy. KeyNote: Trust man- 1998.
agement for public-key infrastructur&.NCS 1550:59-63, [23] W. H. Winshorough and N. Li. Towards practical automated
1999. trust negotiation. INEEE 3rd Intl. Workshop on Policies for

[3] M. Burrows, M. Abadi, B. W. Lampson, and G. Plotkin. A Distributed Systems and Netwoyg902.
calculus for access control in distributed systemNCS [24] P. ZimmermannPGP Source Code and Internafshe MIT
576:1-23, 1991. Press, 1995.

[4] M. Burrows, M. Abadi, and R. Needham. A logic of au-
thentication.In Proceedings of the Royal Society, Series A
426:18-36, 1991.

[5] Y.-H. Chu, J. Feigenbaum, B. LaMacchia, P. Resnick, and
M. Strauss. REFEREE: Trust management for web ap-
plications. Computer Networks and ISDN Systerf8(8-
13):953-964, 1997.

[6] D. Clarke, J.-E. Elien, C. Ellison, M. Fredette, A. Morcos,
and R. L. Rivest. Certificate chain discovery in SPKI/SDSI.
http://theory.lcs.mit.edu/ rivest , 1999.

www.manaraa.com



